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摘     要 
  












  本文主要工作如下： 
1、 对 Linux 的系统内核、网络协议、自带的传统数据报文捕获平台 Libpcap，
以及 Linux 下 Intel 千兆网卡的驱动程序进行了深入的分析。 
2、 用内存映射和中断节制机制等方法实现了一个新的数据捕获平台，本平
台可以在千兆网络环境下线速地捕获数据并且兼容传统的 Libpcap 平台。 







































The packet capture library of Libpcap in Linux that was used under Fast network 
can no longer meet people’s needs, since its ”every package-driven” features. Large 
numbers of interrupt were produced in Gigabit environment, leading to system 
bottlenecks such as livelock and high rate of packet loss. If the system does not 
improve, the efficiency of network applications such as intrusion detection systems, 
network protocol analysis and network firewall will be affected and the gigabit 
network’s popularity will also be hindered.  
Therefore, how to achieve wire-speed packet capture system and top security 
applications in gigabit network has been a hot point of research. Based on this, the 
authors carried out this study, including the two aspects. First, contrary to the problem 
of wire-speed packet capture, this paper designed and implemented a high-speed 
packet capture platform using the theory of zero-copy and memory mapping in Linux. 
This platform can capture packets in wire-speed, has a low CPU occupancy rate and is 
compatible with Libpcap. On the other hand, because most existing anti-DDoS attack 
tools were focused on intrusion detection and discovery of new intrusion features, it 
has the problem of detection time delay in the practical application. We design and 
implement an intrusion detection system that can detect and defense the attack in time 
under the high-speed packet capture platform. 
  Main tasks: 
1、Analyzed the kernel, the network protocols, the traditional data packet capture 
platform Libpcap of Linux, and the driver of Intel Gigabit Ethernet. 
2、Implemented a high-speed packet capture platform using the theory of 
zero-copy and memory mapping in Linux. This platform can capture packets 
in wire-speed, has a low CPU occupancy rate and is compatible with 
Libpcap. 
3、Analyzed the existing DDoS intrusion detection methods. Proposed a new 
DDoS attack detection algorithms, and implement the algorithms in 
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4、Test the performance of the packet capture platform and intrusion detection 
system and verify its reliability and validity. 
 















目     录 
第一章 绪论.............................................. 1 
1.1 研究背景和意义 ............................................... 1 
1.2 Linux 下 DDoS 入侵检测系统的国内外研究现状..................... 2 
1.2.1 Linux下高速报文捕获平台研究现状...............................................2 
1.2.2 DDoS入侵检测系统研究现状.............................................................4 
1.3 本文研究的主要内容与组织结构 ................................. 5 
第二章 LINUX 下高速数据包捕获技术研究..................... 7 
2.1 引言 ......................................................... 7 
2.2 传统网络报文捕获机制 ......................................... 7 
2.2.1 实现方式..............................................................................................7 
2.2.2 传统报文捕获方式存在的问题............................................................9 
2.3 影响数据捕获性能的因素 .............................. 10 
2.3.1 系统调用............................................................................................10 
2.3.2 硬件中断............................................................................................10 
2.3.3 协议处理............................................................................................ 11 
2.4 零拷贝思想概述 .............................................. 11 
2.4.1 零拷贝思想引出................................................................................ 11 
2.4.2 零拷贝的实现过程............................................................................ 11 
2.4.3 零拷贝技术实现中的关键问题........................................................12 
2.5 其他网络优化方法 ............................................ 13 
2.5.1 半轮询技术........................................................................................13 
2.5.2 NAPI技术...........................................................................................14 
第三章 DDOS 入侵检测相关技术研究 ........................ 17 
3.1 引言 ........................................................ 17 















Linux 下基于高速报文捕获平台的 DDoS 入侵检测系统 
vi 
3.1.3 DDoS攻击的特征...............................................................................20 
3.3 入侵检测技术 ................................................ 20 
3.3.1 入侵检测系统的分类........................................................................21 
3.3.2 两种入侵检测系统的比较................................................................22 
3.4 DDoS 攻击的检测方法.......................................... 22 
3.4.1 基于特征匹配的 DDoS攻击检测......................................................23 
3.4.2 基于统计的 DDoS攻击检测..............................................................23 
3.4.3 基于数据挖掘的 DDoS攻击检测......................................................23 
3.4.4 基于蜜罐技术的 DDoS攻击检测......................................................24 




第四章 LINUX 千兆网络环境中网络监测系统的实现............ 29 
4.1 引言 ........................................................ 29 
4.2 Intel 千兆网卡数据包接收机制分析与研究....................... 29 
4.2.1 Intel千兆网卡接收数据包原理.....................................................29 
4.2.2 Intel千兆网卡中断机制.................................................................31 
4.2.3 Linux下 Intel千兆网卡驱动程序相关代码分析.........................33 
4.3 Linux 下的高速报文捕获平台的实现............................. 35 
4.3.1底层包捕获机制.................................................................................36 
4.3.2高层针对用户程序的接口.................................................................43 
4.4 一种改进的基于网络特征的防 DDoS 检测算法 ..................... 43 
4.4.1 算法的基本原理................................................................................43 
4.4.2 改进的基于网络特征的防 DDoS检测算法具体实现......................44 
4.4.3 入侵检测平台和报文捕获平台兼容性处理....................................48 
第五章 系统测试与分析................................... 49 






















第六章 总结与展望....................................... 57 
6.1 总结 ........................................................ 57 
6.2 前景展望以及下一步工作 ...................................... 57 
参考文献................................................ 59 































CHAPTER 1  INTRODUCTION .................................. 1 
1.1 Research Background .......................................... 1 
1.2 Research Status of Intrusion Detection System Against DDoS in Linux
................................................................. 2 
1.2.1 Research Status of High-speed Packet Capture Platform in Linux ........2 
1.2.2 Research Status of DDoS Intrusion Detection System ...........................4 
1.3 Structure of Thesis .......................................... 5 
CHAPTER 2  HIGH-SPEED PACKET CAPTURE TECHNOLOGY IN LINUX . 7 
2.1 Introduction ................................................. 7 
2.2 Traditional Network Packet Capture Mechanism ................. 7 
2.2.1 Method of Realizing ...............................................................................7 
2.2.2 Problems of Traditional Packet Capture Mechanism..............................9 
2.3 Factors Affecting the Performance of Packet Capture ......... 10 
2.3.1 System Call ...........................................................................................10 
2.3.2 Hardware Interrupt................................................................................10 
2.3.3 Protocol Processing............................................................................... 11 
2.4 Presentation of Zero-Copy Technology ........................ 11 
2.4.1 Introduction of Zero-Copy Technology ................................................ 11 
2.4.2 The implementation of zero copy ......................................................... 11 
2.4.3 The Key Issues of Zero-Copy Technology ...........................................12 
2.5 Other Network Optimization .................................. 13 
2.5.1 Semi-polling Technology......................................................................13 
2.5.2 NAPI .....................................................................................................14 
CHAPTER 3 DDOS INTRUSION DETECTION TECHNIQUES ........... 17 
3.1 Introduction ................................................ 17 
3.2 DDoS Attacks ................................................ 17 













The DDoS Intrusion Detection System Based on High-speed Packet Capture Platform of Linux 
x 
3.1.2 Attack Method of DDoS .......................................................................18 
3.1.3 Feature of DDoS ...................................................................................20 
3.2 Intrusion Detection ......................................... 20 
3.2.1 Classification of Intrusion Detection System .......................................21 
3.2.2 Comparison of two kinds of intrusion detection system.......................22 
3.3 Detection Method of DDoS Attack ............................. 22 
3.3.1 Detction Method Based on Feature Matching ......................................23 
3.3.2 Detction Method Based on Statistics ....................................................23 
3.3.3 Detction Method Based on Data Mining ..............................................23 
3.3.4 Detction Method Based on Honeypot Technology ...............................24 
3.4 Introduction of Snort ....................................... 24 
3.4.1 Component of Snort ................................................................................24 
3.4.2 Rules of Snort .......................................................................................25 
3.4.3 Three modes of Snort............................................................................25 
CHAPTER 4  IMPLEMENTATION OF NETWORK MONITORING SYSTEM IN 
GIGABIT ETHERNET ........................................ 29 
4.1 Introduction ................................................ 29 
4.2 Packet Capture Mechanism of Intel Gigabit Ethernet Network Card
................................................................ 29 
4.2.1 Packet Capture Principle of Intel Gigabit Ethernet Network Card.......29 
4.2.2 Interrupt Mechanism of Intel Gigabit Ethernet Network Card.............31 
4.2.3 Analysed of codes of Intel Gigabit Ethernet Network Card Driver......33 
4.3 Implementation of High-Speed Packet Capture Platform in Linux35 
4.3.1 Bottom-Layer Packet Capture...............................................................36 
4.3.2 Upper-Layer Interface to The User Application ...................................43 
4.4 An Improved Anti-DDoS Detection Algorithm Based on Network Feather
................................................................ 43 
4.4.1 Basic Principles of The Algorithm........................................................43 













Degree papers are in the “Xiamen University Electronic Theses and Dissertations Database”. Full
texts are available in the following ways: 
1. If your library is a CALIS member libraries, please log on http://etd.calis.edu.cn/ and submit
requests online, or consult the interlibrary loan department in your library. 
2. For users of non-CALIS member libraries, please mail to etd@xmu.edu.cn for delivery details.
厦
门
大
学
博
硕
士
论
文
摘
要
库
